
UPAS NAC Demo Handbook  
01. NOC Dashboard 
Scenario: IT managers lack real-time visibility of intranet assets. 

Operations: Go to NOC Dashboard > Overview. 

Value Proposition: Provides 100% asset visibility and instant risk alerts. 

 
  



02. Role-Based Access (RBAC) 
Scenario: Need for 'Least Privilege' and administrative auditing. 

Operations: System Settings > Account. 

Value Proposition: Aligns with ISO 27001 by restricting access to sensitive data. 

 
  



03. Manual Blocking 
Scenario: Immediate response required for suspicious devices. 

Operations: IP information > Select Device right click > Manual Block. 

Value Proposition: Instantly isolates threats at the L2 layer with one click. 

 

  
 

  



04. Auto-Whitelist 
Scenario: Reducing manual IT workload for new device onboarding. 

Operations: System > Mac management >  Setting(gear icon) > Auto-add settings. 

Value Proposition: Ensures seamless connection for corporate devices while maintaining 
security. 

 
 

  



05. Available IP Query 
Scenario: IP management is chaotic with Excel files. 

Operations: System >  IP Inventory. 

Value Proposition: Eliminates IP conflicts and simplifies resource allocation. 

 
 

  



06. Automated Reports 
Scenario: Need to provide proof of compliance to management. 

Operations: Report > Report settings. 

Value Proposition: Automates audit reporting and saves hours of manual data collation. 

 
 

  



07. Audit Trails 
Scenario: Tracing past events for incident investigation. 

Operations: Report > IP usage records / Operation records. 

Value Proposition: Provides complete forensics to track device movement and admin actions. 

 
 

  



08. Group Management 
Scenario: Managing thousands of devices requires logical organization. 

Operations: System > Mac management >  Setting(gear icon) > Group. 

Value Proposition: Enables granular policy application across different departments or floors. 

 

 

  



09. IPL (Switch Module) 
Scenario: Identifying physical connection points (where is it plugged in?). 

Operations: System > IPL . 

Value Proposition: Visualizes the physical network layer and prevents unauthorized hardware 
hubs. 

 
 

 

  



10. GAM (Guest Access) 
Scenario: Visitors need Wi-Fi without compromising the corporate core. 

Operations: System > GAM 

Value Proposition: Securely manages visitor access with full identity and logs. 

 
 

  



11. IDC (Identity Control) 
Scenario: Device security isn't enough; identity verification is key. 

Operations: System > IDC. 

Value Proposition: Implements Zero Trust by verifying the 'Person' before allowing network 
access. 
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